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Blast From The PastBlast From The Past

HackIt!HackIt!
(or, how HD stole our shit)(or, how HD stole our shit)
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What is “HackIt!”?What is “HackIt!”?
Exploitation FrameworkExploitation Framework

Remote penetrationRemote penetration
Local exploitationLocal exploitation

Cross PlatformCross Platform
LinuxLinux
FreeBSDFreeBSD
SunOSSunOS
Windows 95Windows 95

Modular ArchitectureModular Architecture
Sound familiar?Sound familiar?
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Let’s go Wayback...Let’s go Wayback...
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www.caughq.org circa 1998www.caughq.org circa 1998
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Dates and VersionsDates and Versions
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How HackIt! WorksHow HackIt! Works
Multi-Level Architecture:Multi-Level Architecture:

Level 0: Main HackIt! EngineLevel 0: Main HackIt! Engine
Level 1: ReconnaissanceLevel 1: Reconnaissance

Module: scanitModule: scanit

Level 2: Information DisclosureLevel 2: Information Disclosure
Modules: phfit, phpit, nfsit, hsit, Modules: phfit, phpit, nfsit, hsit, 

Level 3: Remote PenetrationLevel 3: Remote Penetration
Modules: crackitModules: crackit

Level 4: Local ExploitationLevel 4: Local Exploitation
Module: rootitModule: rootit
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Framework Module ConformanceFramework Module Conformance
Standardized InputStandardized Input

Level 1 command-line optionsLevel 1 command-line options

Standardized OutputStandardized Output
Level 1 output feeds Level 2 modulesLevel 1 output feeds Level 2 modules
Level 2 output feeds Level 3 modulesLevel 2 output feeds Level 3 modules
Etc...Etc...

More info in hackit.cfMore info in hackit.cf
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Target SelectionTarget Selection
Single Host:Single Host:

./hackit -s <target>./hackit -s <target>

Muti-Host:Muti-Host:
./hackit -l <list-file>./hackit -l <list-file>
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The big Questions...The big Questions...
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Is HD an Innovator?Is HD an Innovator?

Or just “Hitler’s Driver?”Or just “Hitler’s Driver?”
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Is Metasploit Original?Is Metasploit Original?
Or just a rip-off of our projectOr just a rip-off of our project

from 1997?from 1997?

You be the judge...You be the judge...


